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Introduction

Security is top of mind to all parties who buy or do business on the Web. In order for the online
marketplace to thrive, visitors need to be assured that their sensitive data is well protected. To help
provide peace of mind, LivePerson offers a secure, reliable and trusted service through which retailers,
banks, and other online entities can communicate with their customers.

Because breaches of security can pose major risks to contemporary e-businesses, LivePerson has
implemented a multi-tiered approach to securing our services. Our policy is driven by the following core
principles:

= There are no silver bullets for eliminating security vulnerabilities. Excellent security can only be
achieved through multiple layers that protect the application, the physical infrastructure, and
provide for disaster recovery

= Technology solutions are only effective when coupled with strong internal security processes and
well-trained personnel to complete them

=  Security solutions must be robust and flexible in order to support our clients’ evolving needs

LivePerson's security model revolves around three main axes:
1. Application Security
2. Infrastructure Security

3. Policy & Operation Security

This document describes LivePerson’s implementation of these mechanisms to maintain a highest
possible level of security in all layers.
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1 Application Security

1.1 Chat Session Security

The main service we protect is LivePerson’s live chat. This process includes monitoring visitors on any
Web page that is tagged with LivePerson monitoring code, as well all chat sessions between your chat
agents and visitors. This section describes how LivePerson secures all data throughout the live chat
process.

LivePerson routinely collects data on visitors who click on Web pages tagged with LivePerson monitoring
code. This data is collected for the purposes of determining which visitors to engage, which of your chat
agents (i.e. skill group) should engage them, and when.

Data is transferred from the visitor’s browser to our Web server using the protocol of the Web page itself
(HTTP or HTTPS). Meanwhile, the Agent Console software deployed on your chat agents’ PCs
continuously communicates with LivePerson’s Web server, notifying it of each agent’s availability to
accept chats.

When visitors request a chat via a click-to-chat button, the Web server forwards the request to the
appropriate (i.e. correct skill group) application server. Part of this process is accomplished through
LivePerson’s proprietary application known as FW ©. Only valid requests will result in the initiation a chat
session between your visitor and LivePerson’s application server.

Once the application server receives a valid request for a chat, it will then initiate a parallel chat session
with an appropriate and available chat agent. Both sides (visitor and chat agent) will then communicate in
a chat session, each pulling the other’s chat text from LivePerson’s application server.

This architecture offers the following security advantages:

= The entire system uses standard HTTP and HTTPS protocols using the standard ports 80 and
443. Visitors have no need to download or use any special protocols

= All sessions are encrypted with SSL V3 using a VeriSign certificate to ensure the authenticity of
LivePerson's server to both parties

= Visitors have no need to install any software on their PCs; all communication is handled via
common browsers

= No direct connections between your LAN and your visitor are required; all communication is
handled by LivePerson’s Web servers

= Because the FW®© proprietary application filters all communication prior to establishing a chat
session, the risk of an external security attack is greatly reduced
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Customer’'s REP Console

Application Servers

1.2 Web Vulnerabilities Resistance

Convenience, familiarity, and broad availability make the Web an ideal platform for hosting applications.
The ASP model provides maximum flexibility for the broadest swath of potential customers worldwide.

The challenge faced by all ASP-based services is to build security features directly into the application
itself rather than relying on third party systems to protect its services. And while security must be tight, it
cannot interfere with the usability and performance of the application itself.

This section describes the main security mechanisms embedded within LivePerson’s application.

= Trusted domains

The LivePerson application has the ability to distinguish between known (and therefore trusted) domains
and unknown domains. Every LivePerson customer may opt to create a list of trusted domains, thus
restricting connections to those domains only. This feature is helpful to customers who need the ability to
re-direct visitors to multiple domains (for instance, guide a visitor to a country-specific domain). It
prevents visitors from being redirected to a non-trusted domain for nefarious purposes.

= Restricted redirection

Many LivePerson customers need the ability to re-direct their visitors to sister websites. To protect
against the threat of phishing during a re-direct, LivePerson customers can create a “white list” of
approved sites for redirection. The white list ensures that your visitors will not be sent to a malicious site
while using the LivePerson application.

= Content filtering

Without proper precautions, use of a Web-based application can expose visitors to Web-based
vulnerabilities such as Cross Site Scripting, a form of attack that injects malicious content into the visitors’
browsers.

LivePerson prevents such attacks through content-filtering capabilities that are embedded directly into the

application. LivePerson customers can enable this feature to block script or any other content from
running their chat agents’ consoles, as well as in their visitors’ browsers.
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= |P restrictions
One of the simplest ways to stop unauthorized users from gaining access to your system is to create a
predefined list of IP addresses that may access your LivePerson application.

The LivePerson application enables customers to define a range of IP addresses from which a

connection to the application is allowed. This restriction is enforced by the application server whenever a
chat agent accesses the application.

1.3 Chat Agent Security

User management is fundamental to any security strategy. User authentication, user permission levels,
and activity audits are all vital tools for maintaining excellent security. The LivePerson application
enables our customers to define the level of security within the application so that it meets with the
standards set by their own internal security policy.

This section defines the user management features that are available within the LivePerson application.

Password and Login Policy

= User authentication and authorization
Direct users of LivePerson's application are the chat agents and chat administrators who will access your
system. Each user is assigned a unique user account and authorization level.

Users log in to the application using a username and password. The password policy for users is
configurable, and can be customized to match your company’s corporate password policy. Features
available for configuration include:

Password length

Password complexity

Password history

Password expiration time

Failed password entries allowed

All client-server data is exchanged via the SSL VS encrypted protocol, and all passwords that are
subsequently stored are encrypted with Hash algorithm in the database.

Each user's authorization level can be configured to match his or her business requirements (i.e. chat
agent, chat administrator, supervisor, etc.). And all users are associated to the specific LivePerson client
by whom they’re employed, thereby restricting access to chat sessions and data belonging to their
company only.

= Password/Operator lock-out

To prevent brute force attacks, LivePerson customers can opt to lock an account after multiple failed
entry attempts. Customers can choose the number of failed entries as well as the interval at which the
lock out is reversed according to their internal policies.

The LivePerson application supports a session lockout mechanism to prevent unauthorized use of the

application whenever a legitimate user has stepped away from his or her computer. Customers can
configure the lock-out time to adhere to their own security and password requirements.
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= User activity auditing

The activity of all users (chat agent, chat administrator, supervisor, etc.) is monitored and logged,
enabling all configuration and security-related activity within the application to be traced and attributed to
a specific user, date and time.

The activity log allows LivePerson customers to extend their control and auditing policies to the
LivePerson application. Security events are monitored by LivePerson’s operations center (see section 2.5
for complete discussion).

1.4 Privacy

= Data collected by the application

Customers can choose to deploy a pre-chat and exit survey; both are optional. If deployed, the
LivePerson application prompts visitors to provide information about themselves via a pre-chat survey
and an exit survey. All data collected on your visitors may be encrypted using a Triple DES algorithm.
You may encrypt all of the data, or just portions of it, such as the visitor's name and email address.

If deployed, the pre-chat survey prompts visitors to enter their names. Visitors may enter their names in
whatever format or detail they like (e.g. “Rick,” “Jones, Rick” or “Rick Jones of XYZ Corporation).
Additionally, LivePerson customers can configure their LivePerson application to prompt for detailed
information regarding the nature of the visitor's concern or need to chat.

At the conclusion of the chat, the application requests the visitor to complete an exit survey in order to
obtain his or her feedback regarding the experience. LivePerson customers may opt to ask for contact
information (e.g., email address), demographic information (e.g., zip code, age or income level) and level
of satisfaction. Visitors are not required to complete the survey; it is completely voluntary.

LivePerson customers who do not wish to present their visitors with an exit survey may request that the
survey be removed.

The LivePerson application also logs the visitor's browser information (e.g., IP addresses and browser
types).

= Cookies

As is the case with all other web-based applications, the LivePerson application uses cookies to identify
users and user sessions. Standard LivePerson deployments use first party cookies, meaning that your
visitor's browser will recognize the cookies as belonging to your site, not LivePerson’s.

You can opt to set your cookies to third party, meaning that the visitor's browser will recognize it as a
LivePerson cookie. Note: some browsers allow the user to deny third-party cookies as a security
precaution. In such cases, you will not be able to engage with those visitors if you set the LivePerson
cookie to third party.

LivePerson customers may choose the type of cookie to use: persistent or session-only. The advantage
of persistent cookies is that they allow you to recognize repeat visitors and visitors who have chatted with
your company in the past.

Some companies, however, have security policies that disallow persistent cookies. If that is the case with
your company, you can request that your cookies be set to session-only. When session-only cookies are
used, all data about your visitors will be removed from the LivePerson database once those visitors end
their sessions (i.e. leave your site).

LivePerson cookies can be marked as "secured" upon your request. Securing the mark ensures that
cookies will be sent only on an encrypted connection (HTTPS).
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= Masking non-public information

All information handled by LivePerson is considered private and subjected to the highest level of security.
As a service to our customers, we will support your company’s security and privacy requirements (e.g.
Gramm-Leach-Billey or PCI).

LivePerson does not store non-public information in our databases. If your chat application collects
private information from your visitors, it will be masked prior to transfer to our databases.

To accomplish this goal, LivePerson has developed a masking mechanism that will change every string of
information defined by you as non-public (such as credit card or social security numbers) to characters
that have no special meaning (i.e. ###,"**).

For example, you can opt to define every string of numbers that’s formatted as a credit card number as
data that requires masking. In such cases, the credit card number will be replaced with a string of
characters when it is transferred to the LivePerson database. Thus, 1111-2222-3333-4444 will become

kkkk khkk kkkk khkkk

Once the non-public data is transferred to the LivePerson database it will no longer be available in its
original format (in other words, you will not be able to retrieve a visitor’'s credit card information from the
LivePerson database).

Note: many of LivePerson’s clients within the financial sector are using the masking feature to comply
with the PCI act.

All chat transcripts and visitor information gathered from the monitor tag on your website are kept within
LivePerson’s database and are available for your needs only.

1.5 Encrypted storage

Encryption is the final layer of protection. It is used to stop attackers who may have gained access to
your information from actually using it.

LivePerson has built an encryption mechanism directly into our application. We have embedded cipher
mechanics within the application code, enabling our customers to encrypt all data stored in the database
(including transcripts and visitor information) and to manage re-generations of the key to align with their
security standards.

= What do we encrypt?
LivePerson has the ability to encrypt the following types of information:

1. Chat transcripts — enables encryption of all chat transcripts
Custom variables — enables encryption of all or some of the information gathered on a visitor
who enters a monitored Web page

3. Survey answers — enables encryption of survey information provided by your visitors

LivePerson uses Triple DES (TDES) as the encryption algorithm, 3 64-bit binary digits combined by
mathematical algorithm to one 192 binary digits key.

The Triple DES algorithm is a well-accepted encryption method used by leading companies. The

advantage of using a well-known encryption algorithm is that is has been subjected to numerous
penetration tests and improvement processes by the community of encryption experts.
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= Key Management
Management of the encryption keys is as important as the encryption itself. LivePerson’s key
management strategy focuses on:

1. Secured key generation and storage

2. Limited and controlled access to stored keys

3. Segregation of duties between encryption and decryption permissions

4. Re-generation of keys in compliance with your company’s security requirements

Infrastructure security

1.6 Secure and trusted service providers

The LivePerson application runs in a hosted environment. LivePerson has selected geographically-
dispersed hosting facilities, located in Virginia, Texas and the UK. Our hosting service providers are
NTT/Verio and Rackspace.

All of LivePerson's hosting providers undergo SAS-70 testing and certification, and are considered the
best in their fields. Their standard of service, availability and physical security is outstanding, allowing
LivePerson to provide a steady, reliable and secure application to its clients.

By storing its application and data in multiple locations, LivePerson is able to provide continuous service
in the event of power disruptions or natural disasters that may occur in a specific state or region.

1.7  Physical / Environmental security

As stated above, LivePerson's application and data are hosted in multiple hosting facilities throughout the
world. These facilities provide:

= Excellent perimeter security
= Physical intrusion and tamper prevention
= Protection against power outages, fire and natural disasters

Specifications for each of these security aspects can be found in the SAS 70 type Il report for each of the
hosting service providers.

1.8 Network security

LivePerson maintains the highest level of security and control over our network and communications
infrastructure.

All communications with the outside world pass through access-list enabled routers. This feature blocks
the majority of nefarious or unwanted traffic, as well as network-based attacks. It also serves to protect
the next layers of security mechanisms from overload.

Traffic that has been allowed to pass through the routers is screened by multiple sets of network firewall,
ensuring that only legitimate protocols are used, and that session integrity is maintained.
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Only the HTTP and HTTPS protocols are allowed into or out of LivePerson’s network. The firewalls direct
acceptable protocols to the servers, and block all others. They also protect against Denial of Service and
flooding attacks, thereby eliminating unnecessary stress from the Web and application servers.

LivePerson provides an additional layer of security: a proprietary application, installed on the Web server,
checks every HTTPS request entering our Web server prior to forwarding the request to the application
server.

By maintaining multiple layers of communication-security and limiting the protocols that may be used for
incoming and outgoing communication, LivePerson is able to sustain a high standard of security and
service reliability.

1.9 Personnel security

LivePerson employees are an essential component to the security of the network, the application, and all
customer data. LivePerson depends on our employees to develop, operate and maintain our application
and systems.

LivePerson conducts reference and background checks for every employee, regardless of the position for
which they are hired. Our Ethical Conduct Policy and Mandatory Compliance training ensure that all
employees conduct themselves in a highly professional manner, particularly in regards to customer data.

LivePerson leverages confidentiality clauses and non-disclosure agreements in all employee contracts to
ensure that all intellectual property and internal operational information remain within the company.

1.10 Operations

= Network Operation Center

LivePerson’s security plan includes provisions that enable us to identify and act upon any potential
breaches in security. Our Network Operations Center (NOC) monitors all network and application
elements on a 24/7 basis. In the event of a potential breach, the NOC immediately alerts the appropriate
teams who can assess and address the situation without delay.

All security logs and alerts from all systems are collected and displayed by predefined scenarios.

The combination of constant monitoring with the well-defined plans-of-action for any potential security
event enables LivePerson to ensure the security of the network, the application, and our customers’ data.

= Penetration testing
LivePerson’s security program includes considerable testing for security vulnerabilities by independent

security experts. These experts perform an array of penetration tests on the network and application on a
regular basis, as well as the application prior to all major releases.

1.11 Disaster Recovery

LivePerson’s Disaster Recovery plan ensures that our customers experience no interruption of service in
the event of a loss of data occurring at our main data center.

LivePerson’s main data center is located in Washington, DC. We maintain a complete back-up of the
data in a separate location. Encrypted channels (VPN) connect the two systems, ensuring that all data is
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backed-up on regular basis. All of the hardware elements and software configurations are state-of-the-
art.

Our disaster recovery plan and systems are tested on a monthly basis to ensure that all systems and
personal are ready to perform in case of a crisis.

This level of readiness ensures our customers not only secure but also high availability of service.

LIVEPerson SECURITY MODEL AND POLICY Page 9



	 
	 
	 1 Application Security 
	1.1  Chat Session Security 
	1.2 Web Vulnerabilities Resistance 
	1.3 Chat Agent Security 
	1.4 Privacy 
	1.5 Encrypted storage 

	Infrastructure security 
	1.6 Secure and trusted service providers 
	1.7 Physical / Environmental security 
	1.8 Network security 
	1.9 Personnel security 
	1.10 Operations  
	1.11 Disaster Recovery 





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


